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Sunderland City Council is one of the most prominent local Government authorities in the country, employing over
14,500 people. The Council has over 5,000 IT users, 3,500 of which are desktop or mobile users. To manage this,
Sunderland City Council has an IT department staffed with 106 employees. The Council’'s main offices are based at
the Civic Centre, Sunderland. It is Sunderland’s aim to create and uphold a safe and secure working environment
for all members, employees and citizens.

Business Needs

Howard Smith, Corporate Information Security Manager, has worked at Sunderland City Council for over eight
years. During this time, Howard has made many significant changes to the Council’'s Information Assurance (IA)
strategy including guiding the Council through certification to the international information security standard, 1SO
27001:2005.

Sunderland City Council had a growing need to connect to the Government
Secure Internet (the GSi) also referred to as the ‘Government Ring’. This was
largely due to the sensitive nature of the work carried out by its Child, Adult,
Health, Housing and Vulnerable Persons departments.

Being a local authority, Sunderland City Council selected a GCSX connection to
connect to the GSi. To prove that their internal technical and procedural security
measures met the requirements of the wider GSi community, Sunderland City
Council were required to adhere to the GCSX Code of Connection. (CoCo)

The Solution

Detailed within the GCSX Code of Connection are a number of requirements. These range from Physical Security
and User Education to Incident Response, Compliance Checking and Vulnerability Scanning. In order to meet
these requirements, Howard was required to benchmark each of the controls against his existing procedures.
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Many of the Code of Connection controls overlap with ISO 27001 controls so the
Council had an advantage, being already certified to this standard. However,
Howard found that several of the controls needed re-drafting in order to comply V
fully with the Code of Connection. To assist in this process, Sunderland 2

approached information security consultancy, Sapphire. SGS l‘:iu'flﬁvs
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Sapphire has worked within the security arena for over 13 years. Security
Consultant, Andrew Parry, worked with Howard to re-write the controls relating to network control in order for them
to comply with the Code of Connection and at the same time fit with the Council’s existing security polices and
ISMS (Information Security Management System). The re-write would have ordinarily taken place as part of an
annual 1ISO 27001 review however the need to meet the requirements of the GCSX Code of Connection brought
the project forward.

“The controls needed re-writing and working with Andrew Parry was very educational for me.
We had several meetings where together, we reviewed the existing controls and amended the
existing ISMS.”

Howard Smith, Corporate Information Security Manager, Sunderland City Council
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During the project, Howard and his team received the full support of the board and their colleagues. “The Council
transacts a high volume of data that relates to children or vulnerable individuals,” said Howard. “It was great to see
that my colleagues recognised the importance of data security and fully supported the project.”

Sunderland City Council always strives to be the best. Once they had completed
the GCSX Code of Connection, Howard knew that Sunderland would be required
to undergo annual renewals. Year-on-year the Code of Connection evolves and
can become increasingly difficult to comply with.

Howard sought advice from Sapphire as to how he could future proof his
compliance with the standard and at the same time improve his existing security
procedures.

Owen Birnie, Security Consultant at Sapphire recommended that Sunderland create a Risk Management and
Accreditation Documentation Set (RMADS). An RMADS documents the findings of a threat assessment and
ensures that all of the risks to the organisation are addressed to the satisfaction of the Risk Owner and in
compliance with HMG Policy.

“Historically, an RMADS was not mandatory for a GCSX connection, but recent developments
from central government have pushed the level of assurance required within the connecting
organisation. Having an RMADS is also highlighted as a mandatory requirement in the recently
published Security Policy Framework (SPF).”

Owen Birnie, Security Consultant, Sapphire

Benefits

All Local Authorities are required to complete a Code of Connection in order to connect to the GSi. This connection
enables the LAs to send the Government reports and statistics relating to the personal information of residents in
its constituency securely.

Sunderland City Council found that completing the Code of Connection was relatively straight forward due to their
current certification to ISO 27001. The current Code of Connection cross references the particular 1ISO 27001
control..

Finally, by completing the RMADS the Council has demonstrated that it takes information security seriously,
addresses threats to its infrastructure and enforces robust security measures on its network.
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