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Misuse of Schools IT Equipment

Abuse of Privilege

A small primary school based in the North of England was faced with a dilemma when it made the discovery that
one of its School Coordinators that was working in the IT department was misusing the schools equipment.

The suspect had worked at the primary school for a number of years and was well respected by both the faculty
and parents. The suspect was currently on long term sick leave and during their absence a colleague stumbled
across some images that they assumed had been accidently transferred on to the schools laptop. The assumption
being that while the suspect was downloading photographs of a recent school trip from a USB memory stick; they
had also accidently downloaded some of their personal pictures.

Whilst on leave, a colleague opened one of the files and
discovered that they were of a sexually explicit nature. At this
point, they decided to stop investigating further and make the
school Head Teacher aware of the situation.

The Head Teacher realised the severity of the situation and
took immediate action. In the first instance, they contacted HR
and suspended the suspect to prevent them from returning to
the school. Secondly, they called the local council for advice.

The council advised the Head Teacher at the school to contact
Sapphire; an independent information security consultancy
that the council had worked with in the past to carry out forensic investigations. The Head Teacher was assured by
the council that Sapphire had provided a thorough service whilst being discreet.

During the initial telephone conversation, Sapphire’s account manager was able to gauge the need to carry a full
investigation and scheduled a scoping call with the Head Teacher and a member of Sapphires forensic team. The
scoping call identified the issues and the school agreed to a standard investigation to ascertain where, when and
how the images had come to reside on the school’'s equipment and furthermore, who placed them there.

Budget Issues

The school in question was a small, school that was privately funded and had no contingency budget in place to
allocate to the costs of the unexpected investigation. Sapphire quoted the initial project at 5 days, this covered the
investigation and report writing. In order to afford the investigation, the school had to use budget from other areas
to fund the project.

Sapphire commenced with the investigation; during which the investigator
discovered that the images had not been uploaded to the laptop in error as
previously thought, but that the suspect had purposely been using school
equipment for her own personal use. The images showed the suspect and
others in sexually explicit poses.

As the investigation proceeded it was discovered that many more images
were stored on other school equipment. The school then held a disciplinary
hearing with the suspect, during which they resigned.
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The school decided to take no further action against the individual as this would potentially end up in the public
domain and damage the schools excellent reputation.

A decision was then made to broaden the scope of the investigation to ensure that;

a) all images and videos on the schools hardware were located
b) that all images were permanently removed from the schools network and hardware so that there was no
further risk to pupils or teachers and to remove the possibility of images being viewed in error

The final scope was extended to a total of 14.5 days including investigation and report writing.

Once Sapphires investigators began to analyse the data they found that the
suspect had not only used the schools laptop and server to store images, but
had also used the schools digital cameras and desktops to create ‘home
movies’. Every machine within the school; digital cameras, memory cards,
desktops, laptops and severs had images stored on them.

The suspect had also been using MSN to contact her partners to agree dates /
times for rendezvous’ and to send images of previous encounters.

Sapphire’s consultant discovered that over a 12 month period of time the suspect had saved over 800 images to
the schools equipment.

During the investigation it became apparent that the impact the incident had on the school was phenomenal. The
incident had a significant effect on the schools budget; the Head Teacher struggled to find the funds to finance the
preliminary investigation and once the scope of the project had been fully recognised it was a case of having to
reallocate budget from other projects. Had the images been discovered by a student or teacher and made public,
the reputational damage to the school and the associated negative press would have had a devastating effect.

Following the investigation, the Head Teacher at the school praised Sapphire stating that, “Their discretion and
professionalism was impeccable. Sapphires consultants were fast to respond to our needs, always answering
queries quickly and efficiently. Having had no experience with this type of an investigation, | was pleasantly
surprised when | received Sapphire’s reports that the layout was simple and easy to read. Overall, Sapphire
provided an excellent service.”
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