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The Principles of ISO 27001 (including differences from BS7799: 2000) 
 
Introduction 
 
In October 2005 the British Information Security Standard BS 
7799:2000 was revised to become an international standard; ISO 
27001:2005. The changes between the old and the new were subtle 
with new controls added to maintain relevance to new technological, 
cultural and environmental developments. 
 
Additional management controls were added to Annex A for best 
practice with a revision of the section addressing Human Resources 
issues namely: prior to employment, during employment and 
termination of employment controls. The controls on reporting security 
issues were grouped together to create a brand new section called 
Information Security Incident Management that emphasized the 
importance of this requirement within an ISMS.  
 
The new standard also highlighted the fact that in order to claim 
compliance organisations will monitor and review third party 
supplier performance and they also reserve the right to conduct audits 
against the contract and keep records of these audits. This is in 
addition to conducting a risk assessment prior to using them and 
including all identified controls in the contract.   
 
ISO 27001:2005 provides a more user friendly interface and with it 
being recognized as an international standard and coming into line with 
ISO 9001:2000 and ISO 14001:2004 the standard received worldwide 
recognition with registrations being given in countries including Japan, 
China, Australia and the USA, the standard had finally come of age. 

 
What are the specific section changes? 
 
The main changes are outlined below: 

 
1.2 Application  
This section has been reorganized: 

• 1st paragraph emphasizes that exclusions from clauses 4-8 of 
ISO 27001 are not acceptable 

• 2nd paragraph explains the conditions in which control 
exclusions are possible. The content and requirements of this 
clause have not changed 

  

 
 
 
 
What 
IS0/IEC 27001 is the 
certification process for 
the Code of Practice on 
Information Security 
Management. 
 
Who 
All organisations, in public 
or private sectors are 
increasingly required to 
prove that they take 
information security 
seriously. 
 
Why 
ISO/IEC 27001 is 
respected as the 'de 
facto' standard and will 
soon become a 
contractual or service 
level agreement 
requirement. 
 
 
What our clients say 
"Do not rely on a slice of 
luck to protect your IS or 
hook into bad procedures. 
Use best practice 
standards for an assured 
result." 
Harvey Mattinson, 
Head of Accreditation, 
Cabinet Office 
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What are the specific section changes? (continued) 
 
3 Terms and Definitions  
New definitions have been added from:  

• ISO/IEC 13335 part 1 2004  
• ISO/IEC TR 18044:2004 
• ISO/IEC Guide 73:2002 
 

The definitions of ‘Risk Treatment’ and ‘The Statement of Applicability’ have also been modified for 
clarification purposes.  
 
4.2.1 Establish the ISMS  
(a) Define the Scope and ‘Boundaries’ of the ISMS. 

This clarifies that the ‘scope’ and ‘boundaries’ shall be defined to ensure that details of and 
justification for any exclusions from the scope are included. Reference 1.2 Application of the 
standard. 

(c) This section now clarifies the need to produce a risk assessment methodology that produces 
comparable and reproducible results  
(g) This clarifies and adds to the existing requirements to ensure that the selection of controls takes 
account of the criteria for accepting risks as well as legal, regulatory and contractual requirements. 
(j) A new item (j) (2) has been added.  

This defines and adds to the existing requirement regarding the SOA. It now emphasises that it 
shall include the implemented control objectives, controls and justification for control exclusion. 
 

4.2.2 Implement and Operate the ISMS 
(d) Now defines the need to measure the effectiveness of the ISMS.  

This is in addition to the requirement to implement and operate the system stating that it shall be 
defined on how the organisation measures the effectiveness of the selected controls from Annex 
A. It shall be specified how these measurements are used to assess control effectiveness to 
produce comparable and reproducible results. 
 

4.2.3 Monitor and Review the ISMS 
(a)(4) Execute monitoring and review procedures and other controls to detect security events is an 

additional feature of the standard.   
This is a clarification of and addition to the existing requirements to help detect security events 
and thereby prevent security incidents by the use of indicators. 

(c) Measure the effectiveness of controls has been added. 
This is an addition to the requirement to monitor and review the ISMS to measure the 
effectiveness of controls to verify that security requirements have been met. 

(d)(5) Review risk assessment at planned intervals and the level of residual/acceptable risk taking 
into account changes to effectiveness of implemented controls. 

(g) ‘Update Security Plans’ has been added. 
This clarifies the need to update security plans and take into account the findings of monitoring 
and reviewing activities. 
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4.3.1 General 

The first paragraph clarifies and adds to the documentation requirements that states 
documentation shall include records of management decisions, ensure that actions are traceable 
to management decisions and policies and that the recorded results are reproducible. 
In the second paragraph there is a new sentence which requires the organisation to demonstrate 
the relationship from the selected controls. Relating this back to the results of the risk assessment, 
risk treatment process and back to the ISMS policy and objectives. 

(d) Description of the risk assessment methodology has been added and included within the 
documentation. 

(g) Documented procedures have been updated with a clarification of and addition to the requirement 
to describe how to measure the effectiveness of controls. 

 
4.3.2 Control of Documents 
(f) Ensure that documents are available has been added. 

This is a clarification and addition to the existing requirement to control documents, to ensure that 
documents are available to those who need them, and are transferred, stored and ultimately 
disposed of in accordance with the procedures applicable to their classification. 

 
5.1 Management Commitment 
(g) Ensuring that ISMS audits are conducted. This has been added to ensure that the internal audits 
are scheduled and conducted by trained personnel. 

Numbering Changes 
BS 7799   6.1 - 6.3 now becomes ISO27001   7.1 - 7.3 
BS 7799   6.4 now becomes ISO27001   6. 
BS 7799   7.1 - 7.3 now becomes ISO27001   8.1 - 8.3 
 

7.2 Review Input 
ISO/IEC 27001 7.2 Review Input (f) results from ‘effectiveness measurements’  
This is an addition to the existing review input requirement to now include the results from effective 
measurements. 
 
7.3 Review Output 
(b) ‘Update of the risk assessment and risk treatment plan’ is additional to the standard 

This is clarification of and addition to the existing review output requirements to now update the 
risk assessment and risk treatment plan. 

(c) (5) Modification of procedures and controls that effect information security as necessary to 
respond to internal or external events that may impact upon the ISMS now also includes changes to 
contractual obligations. 
(e) ‘Improvement to how the effectiveness of controls is being measured’  

This is a clarification of and addition to the existing review output requirement to now include 
improvement to how the effectiveness of controls is being measured. 

 
8.3 Preventive Action 
(b) ‘Evaluating the need for action to prevent occurrence of non-conformities’ 
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Provides clarification of and addition to the requirements for preventive action to now include 
‘evaluating the need for action to prevent occurrence of non-conformities’. 

Annexes 
Annex A has been updated to take into account the revised version of ISO/IEC 17799:2005. 
Annex B has mostly been removed except for the table showing the mapping between the ‘OECD 
principles’ and this international standard. This table forms the new Annex B. 
 

What are the new ISO 27001 domains & new requirements? 
 

1. ISO 27002 (ISO/IEC 17799: 2005 edition) – has 11 Sections namely: 
 
A.5 Security policy 
A.6 organizing information security 
A.7 Asset management 
A.8 Human resources security 
A.9 Physical & environmental security 
A.10 Communication and operations management 
A.11 Access control 
A.12 Information systems acquisition, development and maintenance 
A.13 Information security incident management 
A.14 Business continuity management 
A.15 Compliance 
 

2. What are the main changes? 
 
• 11 old controls modified 
• 116 controls remaining 
• 17 new controls added = 133 Controls in total 
• 8 new control objectives = 39 Control objectives in total 
• 5 control objectives re-arranged 
• Improving the management of external risks 

– Outsourcing, service providers, supplies, 3rd parties, business partners and customers 
– SLAs and contracts, audits 

• Service Delivery Management (*New to 17799) 
– Service delivery, monitoring and review of 3rd party services, managing changes to 3rd 

party services 
– Based on BS15000/ISO2000 

• Has been available since the end of June 2005 
 
3. What are the clause changes or additions? 
 

A.8 Human Resources Security 
 
A.8.1 Prior to Employment. 
Objective. 
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To ensure that employees, contractors and third party users understand their responsibilities and 
are suitable for the roles they are considered for, and to reduce the risk of theft, fraud or misuse of 
facilities. 
 
A.8.2 During Employment 
Objective. 
To ensure that all employees, contractors and third party users are aware of information security 
threats and concerns, their responsibilities and liabilities, and are equipped to support 
organizational security policy in the course of their normal work, and to reduce the risk of human 
error. 
 
A.8.3 Termination or Change of Employment. 
Objective. 
To ensure that employees, contractors and third party users exit an organisation or change 
employment in an orderly manner. 
 
A.13 Information Security Incident Management 

 
A.13.1 Reporting Information Security Events and Weaknesses. 
Objective. 
To ensure information security events and weaknesses associated with information systems are 
communicated in a manner allowing timely corrective action to be taken. 
 
A.13.2 Management of Information Security Incidents and Improvements. 
 Objective. 
To ensure a consistent and effective approach is applied to the management of information 
security. 

 
A.14 Business Continuity Management 

 
A.14.1 Information Security Aspects of Business Continuity Management. 
Objective. 
To counteract interruptions to business activities and to protect critical business processes from 
the effects of major failures of information systems or disasters and to ensure their timely 
resumption. 

 
A.15 Compliance 
 
A.15.1 Compliance with Legal Requirements. 
Objective. 
To avoid breaches of any law, statutory, regulatory or contractual obligations, and of any security 
requirements. 
 
A.15.2 Compliance with Security Policies and Standards, And Technical Compliance. 
Objective. 
To ensure compliance of systems with organizational security policies and standards. 


