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PREFACE

This guide is one of a series issued by Sapphire for distribution within the United
Kingdom

Other guides will focus on issues related to the control, security and audit of

Information Systems, particularly new developments and are be produced on a regular
basis.

Sapphire would welcome comments on this guide to info@sapphire.net.
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1. INTRODUCTION

The Internet, badly secured home computers on broadband, teleworking and mobile
devices all present opportunities for committing criminal activity or allowing
unauthorised use in the workplace. These, and other computer based devices, are
increasingly used to commit or facilitate illegal or inappropriate activity.

Computer forensics has become a vital tool in the detection of computer related crime
such as hacking but also assists in the investigation of more traditional crimes such as
murder, extortion, fraud and drug trafficking.

This guide has been developed for use by individuals who may be involved in an
investigation of information retrieved from a computer system. All too often, Sapphire
sees evidence presented to them during an investigation which, due to the well-
intentioned actions of less-experienced personnel, renders an evidence unusable.

It is imperative that Individuals performing an investigation have the appropriate skills
and training in order to do so. Similarly, without proper authorisation, the investigator
may breach the Computer Misuse Act, 1990. Investigators should seek their own legal
advice prior to performing an investigation.

DATASHEET
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2. BACKGROUND

What is Computer Forensics?

Computer forensics is primarily concerned with the secure collection of computer data,
and the analysis of that data in such a way that the results can be admissible as
evidence in a tribunal or Court of Law. With recent developments in technology, the
same techniques can be applied to all digital or computer related media such as mobile
phone SIM cards, digital music players, digital cameras and other storage devices.

Indeed, some computer forensics requires the detailed network analysis of a data flow
through a computer system rather than data “at rest”.

Why is it necessary?

Computer systems are increasingly being used to perpetrate or assist in criminal acts.
The technology itself has given rise to completely new criminal acts such as hacking
and distributed denial of service. On the other hand, computers may hold evidence
relating to more conventional crime such as documents or spreadsheets required for a
fraud investigation.

The use of computer systems may also be regulated for numerous civil reasons. The
data stored upon them may be held in accordance with national legislation such as that
dealing with Data Protection or privacy. Computers may hold proof of transactions and
documentary evidence in relation to civil disputes. Many organisations are concerned
about compliance with internal policies and procedures (such as Internet and Email
abuse) in order to promote best practice and avoid legal liability.

In any of the above examples it may be necessary to collect evidential data from a
computer system. The way in which this is carried out is crucial to maintaining the
credibility of that data in the future. Modern computer operating systems automate
many tasks. This results in data being written to a storage device (usually a hard disk
drive) almost as soon as the computer is turned on. This characteristic may result in file
dates being changed on the computer, or indeed the data the investigator is looking for
may be overwritten by new data. This situation must be avoided.

How is the data stored?

The investigator is most likely to come across digital data stored on a hard disk drive
(HDD). Hard disk drives with capacities in excess of 120Gb are becoming increasingly
commonplace on personal computers.

With the increased popularity of mobile devices and music players, an investigator may
also encounter flash memory storage in a variety of forms. These can store hundreds
of high-quality MP3s in an item the size of a thumbnail.
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- 1000Bytes = 1Kb (kilobyte)
1000Kb = 1Mb (megabyte)
1000Mb = 1Gb (gigabyte)
A page of A4 text takes about 5Kb of disk space
A 10 MegaPixel camera produces images of approximately 2.3Mb in size.
A good quality MP3 is approximately 4Mb in size.

Data is stored on a hard disk drive magnetically in a similar manner to a video recorder.
Disk “heads” move magnetic particles around on the disk surfaces using an electric
current. The alignment of the particles represents 0’'s and 1’s, the binary language of
computers. Some modern disk drives use a laser to heat the disk adjacent to the head
prior to the head moving the patrticle. This allows a far greater density of 0's and 1's to
be stored on the disk.

Division of disk - Physical

The diagram on the left represents the surface of
a hard disk. Each wedge is a sector.

Each circle is a track.

Each disk may contain multiple platters.

Tracks directly above one another on adjacent
platters are Cylinders.

Each track is divided into sectors. In most hard
disks each sector is capable of storing 512 bytes.

The drive heads move from the outside to the inside and resemble pincers, reading
both sides of the disk. Thus a piece of data anywhere on the disk has a unique address
comprising it's cylinder, head (upper or lower), and sector. This is commonly referred to
as CHS addressing.

Division of disk - Logical

The filing systems used within most operating systems do not see the hard disk in
terms of cylinders, sectors and heads. Instead, they store chunks of data in clusters. In
the case of common Microsoft file systems, one single cluster may contain between 8
and 64 sectors and hold anywhere from 4K to 32K of data, depending on the size of the
hard drive.

A record of the contents of that cluster are stored in a File Allocation Table (FAT). This
is essentially an index to the data on the drive.

Take the case of a Windows PC with a 80Gb hard drive. Due to the size of the drive,
the File Allocation Table will create clusters containing the maximum 64 sectors. Each
cluster will thus be capable of holding 32K of data. The trouble is that there is only one
entry available in the FAT for the contents of that cluster.
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A consequence of this is that if you save a file that is only 4K in length (a small text file
for example), that cluster is completely used despite the fact that there is still 28K of
unused space. This free space is known as slack space.

It is due to slack space, that space on a hard disk drive gets used up quickly, because
each little file is taking up more than its actual size on the hard disk. For example, one
hundred text files of 4K in length each (400K) will actually use 3.2Mb.

Flash Memory

Flash memory is used in many devices that retain their contents without power. These
include digital music players, USB memory sticks and actual flash memory such as
SecureDigital cards.

They are typically formatted in a manner compatible with “Division of Disk — Logical”
above, however the underlying technology differs significantly. Due to the speed of
flash memory, there is no requirement to divide a flash device into clusters, thus
removing the evidential value of slack space.

However, flash technology has a significant drawback as it is inherently unreliable. To
address this, when writing to a flash device, there is no guarantee that two successive
clusters, will occupy two adjacent portions of flash memory. This also means that when
overwriting a file, it may not get entirely overwritten and leave portions of the original
file in situ.
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3. THE FORENSIC PROCESS

Basic Principles
If involved in an investigation where the preservation of computer based evidence is
important, there are a number of golden rules.

These rules ensure that the computer data which is being analysed, or presented in
evidence, is an exact copy of the original data at the time the copy was made.

Evidential integrity is important to prove that the data has not been altered in any way
since the data was retrieved or seized. Dedicated Forensic Software achieves this
objective by “locking” the data once it has been copied from the source or target
machine.

Rule One - Evidential Continuity

This is the chain of events that has occurred between the investigator first coming into
contact with the data (during a seizure) and the date of evidence being presented. This
is, in essence, an audit trail.

It is important to track the movement of equipment, and any actions that have taken
place in order to eliminate the possibility of tampering. If there is a break in the chain of
events, the evidential continuity of the data has been compromised and any information
obtained from that date may be inadmissible in a Court of Law.

Actions to be taken

In the event that an audit or investigation requires the forensic analysis of data, it is
important to adhere to a strict procedure when collecting and examining data else the
rules of evidential integrity and continuity could be broken.

Rule Two - Equipment identification and seizure

The first step is to identify where any suspect data is likely to be held. This may well
involve taking possession of suspect equipment. Be aware that data may be held on a
number of devices, including removable media such as DVDs, CDs, floppy disks or
USB memory sticks.

Regardless of the location, it is vital to gain appropriate authorisation to ensure that the
action is both legal and appropriate. In the event that the seizure is to occur on
business premises, a relevant authority within the organisation must be aware of the
actions. If the equipment is within an individual’s home or on other private property, the
assistance of a law enforcement agency or solicitor may be required.

Unauthorised seizure can be a criminal offence.

Suspect data may be held on removable media or even distributed over a large

network. If in doubt seek specialist advice.

Ensure that all steps are thoroughly documented.

Consider additional steps such as photographing the system, and using

tamperproof bags for equipment and media.
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Rule Three - Data collection
Once the equipment and all associated media has been identified, the process of
freezing the data in time must begin. It is highly recommended to seek specialist help
for this step in order to maintain evidential integrity for the following reasons:
A computer may have been set-up to perform a destructive task following a
standard keystroke. In effect the system may be booby-trapped. This could destroy
data.
Crucial evidence may lie in the times and dates attached to the computer files.

Modern computer operating systems write to the hard disk as soon as the devices are
switched on. These dates and times could be altering significant data and destroying
the time line. Specialist Forensic Software will bypass the computer’s operating system
and image the data from the target machine, not altering it in any way.

Rule Four - Data analysis

The process of forensic data analysis has been described as not so much looking for a
needle in a haystack, but looking at the haystack and wondering if there is actually a
needle in it.

For this reason it is recommended to seek specialist advice in analysing data. Do not,
in any circumstances, just have a “browse around” on the original machine. At best you
may spend a long time looking for something that is not there or is well hidden. In the
worst case, the material you look at will be rendered useless.

Examples include:
Hiding the true nature of a file by renaming it, for example a picture renamed as an
Excel Spreadsheet.
Hiding files in other directories where you would not expect to find them, for
example in the Windows \System directory.
Deleting files and defragmenting the hard disk.

In all of the above cases the data would be very difficult to retrieve from the machine
itself, but could easily, and quickly, be retrieved by a specialist.

Rule Five - Presentation of Findings

Providing that the principles of evidential integrity and continuity have been followed
(with specialist help if required), and the original search or seizure was lawful, the data
retrieved should be admissible in a tribunal or Court of Law. Again specialist help from
a solicitor or expert in the relevant field should be sought to determine the correct
protocols and format or presentation.

It is strongly recommended that you conduct all investigations on the presumption that
the results will end up in a Court of Law. In many cases they may not, however many
cases have failed on the basis that the initial investigators thought it would never get
that far, and correct procedures were not followed from the outset, rendering the
evidence inadmissible. Do not let this happen to you!
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4. OFFENDER PROFILES

The investigative techniques to be used when faced with a computer system perhaps
containing evidence may depend upon the profile of the person under investigation.
There are four main types of personality that you may come across:

Suspect not computer literate with no knowledge that they were under
investigation.

This is a very common case where the suspect does not have any knowledge of how a
computer operates, neither do they have any idea that they would be investigated. The
evidence in this case is likely to be relatively easy to find, in what are called “active
files”, i.e. a file which is still in use on the computer and has not been deleted, or within
the deleted files. This type of suspect may also use additional storage media such as
floppy disks, which are likely to be stored near the computer.

Suspect not computer literate but did know that they were being investigated.
This case is actually one of the easiest to deal with. The suspect has no idea how the
computer actually stores information and as a result is likely to simply delete all
incriminating evidence in the mistaken belief that the evidence is then destroyed. In
reality, as explained in the previous section, the evidence remains on the hard disk until
actually overwritten by new data, and the mere fact that it has been marked as deleted
places the evidence effectively all in one place for you. Even if evidence has been
overwritten by newer data, partial recovery of the old evidence is still possible if the
new file is of a smaller size than the old file, as the end of the old file will still be sticking
out of the end, a bit like wearing a pair of shorts over longer trousers!

Computer literate with no prior knowledge that they were being investigated.
This suspect understands how a computer stores its data. If he is doing anything he
should not be with the computer he is likely to take steps to conceal the evidence, or
indeed it may not be on the computer at all, but saved off onto removable media such
as a USB Memory Stick. Again under these circumstances much time can be wasted
attempting to find what is simply not there. Look in other areas for evidence. Alternative
machines in other locations and removable media.

Suspect computer literate and knew that they would be investigated.

In the event the suspect knows about the impending investigation, he is likely to
effectively destroy as much computer evidence as possible. If evidence was on the
computer, not hived off onto removable media, it is likely that his efforts to “clean” the
hard disk will be relatively successful and a lot of effort may be wasted attempting to
retrieve what is simply not retrievable. Evidence may also be encrypted, you can find
the file, but no-one can see into it without the decryption key. The relaxation of export
laws in relation to encryption software has meant that encryption tools are now very
powerful, modern encryption is very difficult to break, even with a large amount of
computing power dedicated to the task. Look for evidence in other places, such as on
removable media, floppy disks, CDs or even paper.
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5. ANTI-FORENSIC TOOLS AND TECHNIQUES

Many methods may be deployed in an attempt to defeat the investigator. Some are
more effective than others:

What will work

Deletion and replacement

Deleting the file and replacing it immediately with another file of the same name and
exactly the same size should completely overwrite the original file on a hard disk drive.
Under this circumstance it would be extremely difficult to recover the original file.

Low level formatting

Low level formatting of the computer hard disk will destroy all data. Low level formatting
is usually only carried out once by the manufacturer - the Format command in
DOS/Windows does NOT perform a low level format.

Anti-Forensic Software

Specialist software is available which claims to completely remove all trace of deleted
files from a hard disk, including residual traces of old deleted files in slack space
(unused space left over at the end of a cluster), by overwriting those areas multiple
times with random data.

Encryption

Encryption is an effective way to conceal incriminating evidence. An encrypted file can
usually only be opened if the decryption key is obtained. Modern 256bit encryption
present in many commercially available products would be extremely difficult and
lengthy to crack by brute force.

Degaussing

Subjecting magnetic media to an intense external magnetic field will randomise the
alignment of all the particles written to by the disk heads. In some cases of very
modern drives, this can actually render the entire disk useless.

What will not work

Deletion

One of the easiest situations for an investigator is when a suspect has simply deleted
all incriminating files just before the PC is obtained.

When a file is deleted, the operating system simply marks the cluster(s) the file is
occupying as now being available for use again in the File Allocation Table. It does
not in any way destroy or damage the data in the cluster(s) itself, apart from replacing
the first letter of the filename with the greek letter sigma. The file has effectively been
removed from the index. The forensic investigator is easily able to recover the file by
simply extracting it straight from the cluster.
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The situation becomes more difficult as time passes. Since deletion the operating
system now sees the cluster(s) as being available for use. The next time a new file is
saved onto the disk there is a danger that the file, or part of it, will be stored in the
cluster containing the old deleted file.

However, under certain circumstances it is still possible to recover some of the old file,
even if a new file has been saved to the same cluster, because of the slack space.

Consider the situation where a cluster contained an important document, 30K in length.
The file is removed from the index in the FAT but the document remains in the cluster.
A new document is then saved to the same cluster, however the new document is only
20K in length. The last 10K of the original document will still be present in the slack
space at the end of the cluster and can be retrieved.

Formatting

The process of formatting using the Format command in Windows or DOS performs a
high level format. This is non-destructive to data on the disk. The process simply
resets the index in the File Allocation Table so that operating system sees the disk as
empty. The information is still there, only the operating system does not know how to
get to it. Data on a disk which has been high level formatted can usually be recovered
very easily.

Defragmentation

When the operating system stores files on the hard disk, it splits them up into clusters.
If the file is larger than the cluster size, several clusters will be used. These clusters are
not necessarily adjacent to each other, but may be spread across the surface of the
hard disk, depending on space available.

The process of defragging simply identifies clusters that contain parts of the same file,
and moves them together so that they make, as far as possible, a contiguous block. In
this process the system will use space allocated as free in the File Allocation Table, it is
therefore possible that data being moved will overwrite space occupied by a deleted
file, however this is by no means guaranteed.
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6. PITFALLS FOR THE AUDITOR

The concepts of evidential continuity and integrity have been discussed earlier in this
note. The most common cause of computer based evidence being inadmissible in
proceedings is that, when faced with a possible investigation, persons involved did not
follow a forensically sound procedure to recover data. Examples include:

Inappropriate or illegal seizure of equipment or evidence.

Being unable to account for the whereabouts of evidence at all times post seizure,
breaking the evidential chain.

Booting a PC and having a "poke around" for interesting files.

It is crucial, if computer evidence is required for an investigation, to follow a forensically
sound procedure. If in doubt, seek the advice of a specialist.

Legal Issues

Ensure that access to premises or a computer is properly authorised, either by the
owner, or the authority of a law enforcement officer, or some civil means such as an
Anton Pillar Order (Civil Search Warrant). Failure to do so not only risks rendering the
evidence useless, but risks the investigator committing a criminal offence himself.

Ensure that any investigation has sufficient grounds for evidence seizure and analysis
by seeking professional legal advice. The analysis of personal data is a minefield for
the investigator with the advent of Data Protection and Human Rights legislation. The
investigator that seizes and launches into a "fishing expedition” is likely to find himself
at the wrong end of the courtroom.

There is much hype over legislation such as the Regulation of Investigatory Powers
Act. The purpose of the legislation is to ensure that any monitoring or interception of
personal data is properly authorised and failure to achieve this could lead to criminal or
civil sanctions. Even if the users are informed and aware of system monitoring it may
still be a breach of their human rights to monitor and poke around in blatantly private
correspondence.

In essence the storage and processing of computer data is becoming more regulated.
A successful Forensic Investigation therefore increasingly requires the input of a
number of professionals to ensure that correct procedures are followed both technically
and legally.
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7. CONCLUSION

It is rare for an auditor or investigator in Court to be questioned on the technical
functionality of the tools used to recover data. What will be brought into question are
the techniques used to preserve evidential integrity and confidentiality and the
procedures employed by the investigator to analyse such evidence.

However, following a defined process, ensuring that your activities could, if required, be
replicated by a third party, and taking pains to document all actions taken, should
enable investigations to be carried out in a controlled and acceptable (to the Courts)
manner.

Other Considerations

THE "DO's"

Do review current legislation and policy prior to commencing an investigation. The law
surrounding privacy, human rights and business practices is evolving at a fast pace.
There is also a lack of case law related to these areas. It is therefore essential that the
person responsible for overseeing any investigation is knowledgeable and confident in
these areas.

An effective policy or employment contract will afford an investigator the greatest
opportunity to conduct a lawful and effective investigation - so check these documents
before an investigation commences.

Do gather the evidence in a forensic manner, as soon as possible.

If you want to use computer related evidence in formal proceedings or you wish to look
at the content of a PC as part of an investigation - gather the evidence in a forensic
manner. This will ensure that the evidence is admissible and the integrity of the
investigation is maintained. If you do not have the correct forensic tools AND a qualified
person to use them, seek advice.

Do think "admissibility" - record your actions and reasons in an appropriate
manner.

Any person or any action associated with an investigation may have a bearing on that
investigation and in particular the fairness of the enquiry. All actions, decisions and
results should be recorded properly.

Record your actions clearly and whilst they are fresh in your mind. Don®just record
what has happened but also why that action was taken. At all times consider what you
would say if a court asked you to explain and justify yourself - what record would you
refer to months after the event? Write it down and expect to be scrutinized.
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Do act impartially and fairly towards the suspect
Despite your suspicions and personal feelings you must always act in an impartial and
fair way when conducting an investigation. Satisfy yourself that actual grounds exist to
support your suspicions. Can you evidence these grounds? Why are you taking this
action? Is the suspected wrongdoing and anticipated results proportionate to your
intended actions, which will form the investigation? For example, do not covertly
monitor a member of staff if you are trying to establish that they have committed a
minor breach of company policy.

THE DON'TS

Don't confront the suspect until you consider covert options

Covert investigations are not only lawful when conducted properly but they afford the
investigator the greatest opportunity to gather irrefutable evidence. When considering
such action, ask yourself if the investigation warrants such an intrusion of privacy. Is
the matter serious enough and is covert monitoring likely to lead to further, relevant
evidence?

Always consult with a legal expert prior to commencing a covert investigation. Internal
policies may dictate that you need to inform your internal HR Dept prior to commencing
covert investigations

Don't tell anyone about the investigation unless absolutely necessary

No matter how well you know someone, a friend or colleague, do not inform them about
the investigation unless they need to know. Despite the assertions that they will keep
the "secret", investigations are hot news and the person is likely to tell another, who will
also keep the secret of course!

Do you know how many, or who else might be involved in the investigation?
At the beginning, the answer is likely to be "no" - so do not talk about it. If you are in
doubt about who to report something to, go directly to the investigation’s head person.

Don't interfere with the suspect's personal computer

If you believe that evidence is held on a computer, do not be tempted to look for
yourself. Gather the information through forensic analysis if necessary. The suspect
need never know and if you do find pertinent evidence, it will be admissible and an
allegation that you "planted" or amended the evidence is unlikely to be made.

Don't gather computer evidence unless you have forensic tools

Forensic analysis involves an appropriately trained individual, using forensic tools to
obtain a copy of the suspect computer hard drive, in such a way that the hard drive is
not altered and nothing is changed. This process will allow the information that is
gathered to become admissible evidence if necessary.
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In February, 2006, Sapphire became one of the first organisations in Europe to certify
to ISO / IEC 27001, the international standard for Information Security Management.
This certification confirms that Sapphire has met stringent criteria in the operation of it®
Information Security Management System and is able to verify it® position with an
external auditor.

ISO / IEC 27001 is the most recent certification that Sapphire has achieved. The
process began in February 2003 with the forensics laboratory achieving BS7799-2
certification. To date, Sapphire® laboratory remains the only certified computer
forensics laboratory in the UK.

Sapphire is able to provide network security consultancy to government as part of the
CLAS scheme. CLAS is the CESG Listed Adviser Scheme of which Sapphire have
been members of since its inception. The Scheme creates a pool of high quality
consultants approved by CESG to provide Information Assurance advice to
government departments and other organisations who provide vital services for the
United Kingdom. CLAS consultants are approved to provide Information Assurance
advice on systems processing protectively marked information up to, and including,
SECRET.

The organisation is also a member of the CESG CHECK scheme. The IT Health Check
Service, or CHECK, was developed by CESG to enhance the availability and quality of
the IT health check services that are provided to government in line with HMG policy.
Sapphire is a member of the CHECK scheme and has staff qualified to CHECK Team
Leader Green status.

As well as subscribing to the more established information assurance schemes
Sapphire has a vested interest in newly formed user groups and is pleased to be a
founder member of the IISP (Institute of Information Security Professionals). The ISP
is an independent, non-profit body governed by its members. One of its main roles will
be ensuring standards of professionalism for individuals, courses, qualifications and
operating practices.

Sapphire also works with industry groups such as the NEFF (North East Fraud Forum)
and local Business Links in the promotion and development of information security
within all types of organisations.
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